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RADU MAGDIN, Vice-President, Strategikon
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EUGEN VALERIU POPA, Vice-President, Strategikon

HOST NMilﬂN - GYBER SEGORITY TRENDS AND INTELLIGENGE GAPABILITIES

DEVELOPING THE CYBER SECURITY CULTURE IN ROMANIA - from the legal perspective to
educational development.

* The necessity to develop the legislative framework in the cybelecurity field by elaborating and
adopting updated and comprehensive laws.

* Developing and enhancing the public-private partnership in the cyber security field, including by
supporting the technological transfer and the cooperation in researching and developing solutions, as
well as by stimulating and encouraging the development of Romanian companies activating in this field.
* The development of the cyber security culture in Romania, by introducing cyber security in the
educational sphere and increasing the level of awareness on cyber security among the public opinion,
altogether with the transmission of wledge and best practices in order to be aware of and assume
their vulnerabilities in cyberspace.

ANA BIRCHALL, Chairperson, Committee on European Affairs, Romanian Parliament

CYBER THREATS IN AVIATION INDUSTRY
LIOR ROM, Israeli Delegation

OPTIMJ'E: SPEND LESS MONEY AND BE MORE SECURE BY CHANGING THE

NETWORK ARCHITECTURE AND PRACTICES

® 75% of MTTR is spent to find the issue. What if you could nge your architecturel O
and decrease this time dramatically, while increasing the security access to your tools?

e Time is money. Information is fpwer. Making informed decisions about your
network security architecture cfidhges everything

ROXANA MAGDO, Eastern Europe Regional Director, Ixia

Networking Coffee Break

WHO’S CYBER COMMAND? THE NEED FOR A UNIFIED SINGLE MARKET CYBER COMMAND
e The tech, civil-military cooperation, juridical-framework triad;

* The economic impact of Brexit; of Switzerland becoming the 6th Eye;

e EU treaties impact and civil liberties implications;

e The first EU unified command - will it precede an EU army?

ALEXANDRU FOTESCU, Expert, Strategikon

SRI’S RESPONSIBILITIES AND PRIORITIES IN THE CYBER SECURITY FIELD

» SRixesponsibilities as national authority in the field of cyber intelligence: knowledge (intelligence and
tec al operations, intelligence sharing - partner services); preventing threats against critical information
infrastructures (Clls); counteracting cyber attacks that affect Clls; mitigating cyber threats against Clls;

e The scope of SRI cooperation in the field (national public institutions, NATO, EU, international
organizations, industry and academia) and the necessity to enhance it.

DANIELA LUCA, Senior Analyst, Cyberint, SRI, Romania el
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WHEN IT MEETS OT

¢ In this session we shall discuss the differences between the environments.

* Focus on the challenges of the ICS SCADA networks, and address them in a manner that empowers
the OT personnel

ADAM WOLMAN, Vice President Sales EMEA ahd APAC, Safetech in partnerShip with CyberX
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POWERFUL INTELLIGENCE AGENCIES VS THE MIGHTY
PUBLIC'OPINION. WHO GUARDS OUR GARDIENS?

e The need to protect civilians, costs and rewards;

e Civil protection against governmental protectors;

e Law regulations and constitutional limits.

CLAUDIU SAFTOIU, Expdrt, Strategikon

LYBER SEGURITY FOGUS - 13RAE

ISRAELI CYBERSECURITY LANDSCAPE
e Market

e Challenges

e [nnovation

ARIK ROZTAL, Israeli Delegation

QUICK LOOK AT RANSOMWARE ATTACKS ANEOIAYS TO PROTECT AGAINST THEM
ROBERT RUCAREANU, Israeli Delegation

Networking Coffee Break

BEGIONAL CYBER SECURITY STRATEGIES AND ROATMAR

MOLDOVA’S CYBER SECURITY CHALLENGES

« Overview of CERT-GOJMD

¢ Implementing long-term cyber security strategies

e Monitoring information security sgstems and securing them 0 1
e Future steps to securing Moldovarftomputer systems

NATALIA SPINU, Head, Cyber Security Cer\fr (CERT-GOV-MD), Moldova

CASE STUDIES OF CYBER ATTACKS IN TURKEY

e Current situation on cyber-attacks on Turkish Government systems
e Procedures used to monitor threats

e Case studies of recent attacks

e What is needed for the future

MUSTAFA AFYONLUOGLU, Chief Cyber Security and e-Government Expert, Turkey

UPDATE ON CZECH CYBER SECURITY SOLUTIONS

e Current situation in Czech Republic in terms of cyber threats
e Government stance on cyber security

e Regional collaboration

e Review of recent cyber attacks

DANIEL PEDER GE, Head of Unit, National Cyber
Security Center, ional Security Agency, Czech Republic

CHAIRMAN'’S CLOSING REMARKS
RADU MAGDIN, Vice President, Strategikon
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FURDMEAN AGENGY POLIGIES ONGYBER SEGURITY

NATO’S IZlOLVING CYBER DEFENCE AGENDA. PRIORITIES AFTER
THE WARSAW SUMMIT

¢ The fast evolving cyber threat landscape

e Improving awareness, information exchange, skills, capabilities

¢ Strengthening Allied cyber defences and developing partnerships

e Post Warsaw cyber priorities

AMBASSADOR SORIN DUCARU, Assistant Secretary General,
Emerging Security Challenges, NATO

HOW_TO INTEGRATE CYBER THREAT INTELLIGENCE INTO EU-LED 0
MILITARY OPERATIONS

¢ Overview of the European Defence Agency Cyber Operations in the region

e Threat Intelligence review for Eastern Europe

¢ EU — Led Military Operation

¢ Work to improve Cyber Defeddce Capabilities for CSDP

WOLFGANG ROEHRIG, Programme Manager & Project Officer Cyber
Defence, European Defence Agency (EDA)
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CYBERSPACE — THE LANDSCAPE OF A (NEW) KIND OF WAR?

* Prepare yourself. Keep up with the threats. Be one step closer to the attacker techniques
fend yourself. Top five must have defensive measures
act. Define your cyber-response strategy. External vs Internal.

e Why should you use professional services

DAN IONUTERIGORE, Technical Director, Cyber Security Division, CertSIGN

Networking Coffee Break

TWORK AND INFORMATION SECURITY IN THE EU. ENISA CONTRIBUTIONS
roduction, the role of ENISA
* New legislative requirements and policy plans
* ENISA activities linked to NIS Directive
¢ ENISA and data protection requirements
e Other activities by ENISA
e Upcoming events 0
DR. RODICA TIRTEA, Expert in Network and Information Security, Executive Director’s
Office, European Union Agency for Network and Information Security (ENISA)
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TERRORISM UNCOVERED: MONITORING SUSPICIOUS BEHAVIOUR IN THE CYBER UNDlRGROUND

e Understanding the Threat

e Cyber Capabilities of Terrorists and Other Offenders, O
e Predictive Offender Profiling

e Application of Correct Tracking Mechanisms by ns of a Centralized Platform (PRODAFT’s RAVEN®)

KORYAK UZAN, Managing Partner, PRODAFT SARL

ROMANIAN CYBER SECURITY ROADMAP

¢ Review of Romanian Cyber Security

e Current government strategies to secure critical infrastructures

o Govinment cooperation

e Future steps
BEBE-VIOREL IONICA, Advisor, Ministry of Information Communication and Technology, Romania
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CYBER SECURITY AND SPACE CRITICAL INFRASTRUCTURE PROTECTION. STUDY CASE: SATCOM
GEN. (R.) MARIUS OPRAN, European Economic and Social Committee - TEN & INT Sections

GOMPUTER GRIMES ACROSS EUROPE  *

GENEVA’S POLICE DEPARTMENT COMPUTER CRIME UNIT

¢ The structure of Geneva'’s Police Department and it’s Forensics Section
¢ The organization of the Computer Crime Unit of Geneva Police

¢ The main work cases dealt within a year with concrete examples

e Specialty laboratories and their evolution over thfEyyears

PATRICK GHION, Head, Computer Crime Unit, Geneva State Criminal Police, Switzerland

RECENT CYBER ATTACKS TO GEORGIAN COMPUTER NETWORK
¢ Overview of the Georgian Government stance on cyber security

e Current procedures in place to protect computer systems

e Case studies of recent attempted attacks

e Future steps

DIANA TSUTSKIRIDZE, Research Associate, Georgian Security Analysis Center, GFSIS

Networking Coffee Brelk

BATTING CYBERCAIMES N THE BALGANS

FIGHTING CYBERCRIMES IN KOSOVO

e Overview of the cybercrimes in Kosovo

e Working with neighbouring countries to combat cybercrimes

e Case studies of recent cybercrimes on government networks

e What is needed for the future

LIEUTENANT BLERIM KRASNIQI, Manager, IT Forensic Department,
Kosovo Agency, Ministry of Internal Affairs, Kosovo

NAIM HOXHA, National Organised Crime Advisor, OSCE Mission in Kosovo

2016 TRENDS FOR CYBERSPACE SECURITY

e Modern approach of cyber-defense - the sliding scale

e Skills gap as an abyss for information security — the Human Factor
¢ Business challenges in cybersecurity — the “seize mentality”

e Future chalIengén cybersecurity- the unanswered questions

EUGEN VALERIU POPA, Vice-President, Strategikon
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